Configuring Your Macintosh Computer

Y ou may find that the ingtructions here do not exactly match your screen. Thisis because these
steps and screenshots were created using Mac OS 8.5. Mac OS 7.x and above are dl very smilar,

but may not beidentical to Mac OS 8.5.

Step 1. Configure TCP/IP Settings

After you have completed the hardware setup, you need to configure your computer to connect to
your Rhine 1. Y ou need to determine how your ISP issues your |P address. Many 1SPs issue these
numbers automatically using a networking technology known as Dynamic Host Control Protocol, or
DHCP. Other ISPs will specify your IP address and associated numbers, which you must enter
manualy. Thisis aso known as a dtatic | P address. How your ISP assigns your |P address

determines how you will configure your computer.
Here iswhat to do:

1. Pull down the Apple Menu. Click “ Control Panels’ and
select TCP/IP.

2. Inthe TCP/IP didog box, make sure that “ Ethernet”
is selected in the “ Connect Via” fidd.

If “Usng DHCP Server” isdready sdected in the
“Configure’ fidd, your computer is aready configured
for DHCP. Close the TCP/IP dialog box, and skip to
Step 2 “Disable HTTP Proxy.”

3. All theinformation that you need to record is on the
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“TCP/IP’ didog box. Use the space below to record the information.

4. After writing down your IP settings, select “Using DHCP Server” in the “ Configure” field and

close the window.

5. Another box will appear asking whether you want to save
your TCP/IP settings. Click Save.
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TCP/IP Configuration Setting

IP Address
Subnet Mask
Router

Name Server

Step 2. Disable HTTP Proxy

Y ou will need to verify that the“HTTP Proxy” feature of your Web browser is disabled. Thisisso
that your Web browser will be able to view the configuration pagesinsde your Rhinell. The
following steps are for Internet Explorer and for Netscape. Determine which browser you use and

follow the appropriate steps.

Internet Explorer

1. Open Internet Explorer and click the stop button. Click “ Edit” and select

“ Preferences.”

2. IntheInternet Explorer Preferences window,
under Network, saect Proxies.

3. Uncheck all checkboxes and click OK.

Netscape
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1. Open Netscape and click the stop button. Click “ Edit” and select

“Preferences.”
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Preferancos
2. Inthe" Preferences’ didog box, In the left-hand ey
column labeled “ Category,” sdlect “ Advanced.” VE&:‘;W ekt i v b e o o
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Step 3. Obtain I P Settings From Your Rhinell

Now that you have configured your computer to connect to your Rhine 11, it needs to obtain new
network settings. By rdeasing any old | P settings and renewing them with settings from your Rhine
[1, you will aso verify that you have configured your computer correctly.
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2. Inthe TCP/IP window, your new settingswill be T e R
shown. Verify that your | P addressisnow
. wockew: [ ]
192.168.0.xxx, your Subnet Mask is 255.255.255.0 R
and your Default Gateway is 192.168.0.1. These St meti 4 o et e
values confirm that your Rhinell isfunctioning. T mm—
My raraer e 4 ek g b By B -
]

3. Closethe TCP/IP window.

Now that your computer is configured to connect to your Rhine I, please go to “ Configuring Y our
Rhinell” on the next page.
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Configuring Your Rhinell —Quick Setup
Now that you have successfully configured your computer and retr ieved your new network settings
from your Rhine I, you are reedy to configure the Rhine I’ s settings for your LAN.

1. Openyour Web browser (i.e., Internet Explorer or Netscape Navigator) and click the stop
button.

2. Inthe“Address’ field type* http://192.168.0.1" and press <ENTER>.
3. TheRhinell login screen will appear. Leave the Password fidld empty and click on “login”.

Thereis no password by default. For security reasons, you should assign a password as soon as
possible. Note that the password login in case sengtive.

Ll

Ltherloriad”

4. Oncethe user login successfully, the first page will gppear as below:
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Ltherforial”

Basic

. Basic setup functions
cliuding spstermnparamelers;

hazal, &
Advanc

4
Advance setup [ !

\ Qﬁick setup

A sbap by step wigard bo configura Etherportal

5. Click on <Quick setup> for step by step configuration.
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Time Tons 1. Timwe Zone
Satihe tirme 200 Tor te EtherPotal This infamiaticn s uged far lsg antnas and chant filtering
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= LOGOLT ™ Erabde DaySight Savings

Start Daylight Savinge Time [Jawany =] [1 =]
End Daylight Savings Time |bary =] |1 =

6. Instep 1 of setup wizard, select the proper time zone and click <NEXT> for next page.
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Tieme Fane Z. Broadband T‘JTPE
Risadbsand Typs Specif tha Wl connection bme recuired by your Imemat Senice Providar. Specify a Cable modsm, Fieed-
e L IP ACEL, or PPPoE ADSL

Cable Modem

A Cable modsm raguiras minimal configuration. YWhan you hewe 56t Up an acoounk vath waur Cabile provickr
== e HOME thea Zable modern wil automat cally configuns ilseF, 20 you probably do not nesd to enter amghing mans

== LOGOLT Hoswawar, it thera is a Dorrain Mame System (DN sener thatyou woukd rathar use, you nesd 1o spacity the
IF axdidess

FixedP ADEL

Soma ADIEL nternat Saraca Frovders may as=gn & tead P addrass For your gakeses. tHyou hava bean
prewidad wath this infammation, choosa this aplion and srbar the assignad IF address, net mask, gabeweny IF
and DM IF addresses forwour EherPaital

PPFPoE ADSL
twou carmact b the Imbamet using an ADEL Modam and wour ISP has prosded wau with a kon nama
pasgward, and Sandce Name, then yaur 5P uses PRRAE. You must chooss this oplion and enter the

recqured infanmnation
l H-"-'EKH

7. Inthis page, there are three types of broadband WAN connection types — Cable Modem, Fixed-
IP ADSL and PPPoE ADSL. Depending on the connection type of your broadband access,
select the proper type. For Cable Modem connection, user may hot require to configure
anything. Inthe case of Fixed-IP ADSL connection, user needs to enter the | P address, subnet
mask, and gateway provided to you by your service provider. Inthe case of PPPOE ADSL
connection, user needs to enter the User Name and Password required by your | SP.

8. Click <OK> when dl thefields are entered properly.

At this point your Rhine Il should be setup properly. The IP address of the LAN port is 192.168.0.1,
and the DHCP server is configured starting from 192.168.0.100. The SSID for the wirdlessLAN
cadis“Troy’.
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Configuring Your Rhinell —Basic Configuration

The main page of basc configuration is shown below.
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Password Settings

Set the password of the user. The Idie Time Out vdueis used for Rhine |l to log out automaticaly

when no access to the web after this timeout vaue.
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WAN Settings
The Rhine Il supports 4 types of WAN connection — Dynamic IP (DHCP Client), PPPoE, Static IP
and Bridging.
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Dynamic IP

Under this mode, Rhine 11 enables DHCP client to get 1P address automaticaly from your service
provider. The Host Nameis optional, but may be required by some Service Provider’ s. The default
MAC addressis set to the WAN' sphysica interface on the Rhine ll. If required by Service
Provider, you use the <Clone MAC Address> button to copy the MAC address of the Network
Interface Card ingtalled in your PC and replace the WAN MAC address with this MAC address. If
necessary, you can use the <Release> and <Renew> buttons to release and renew the WAN IP
address.
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Dynamic IP

The Host Kame 15 optiond, but msy be required by some Service Providess. The defeut MAC address 19 satio
tha WaN's physicel interface on the EtharPortal. IFrequired by your Serd ce Providsr, you usa tha “Clone MAC

3 Addrass" button to copy tha MAC address of the Nabwark inbarfece Card installad in yaur P2 and replace the
LAM WaN MAC address with this MAC address. f necessany, you canuge the "Release” and "Hensw” buttans ta

ok Co— release and renaw the WAR P eddress
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PPPOE

Under this mode, Rhine |l is acting as a PPPoE client. Enter the PPPOE user name and password
assigned by your Service Provider. The Service Nameis normally optiona, but may be required by
some service providers.  Enter aMaximum Idle Time (in seconds) to define a maximum period of
time for which the Internet connection is maintained during inectivity.  If the connection isinactive
for longer than the Maximum Idle Time, then it will be dropped. Y ou can enable the Auto-

reconnect option to automaticaly re-establish the connection as soon as you attempt to access the
Internet again

Lo

Enter tha PFFaE usar nama and passward assignad byyour Sardca Providar. The Sanics Mamsis normally
cptianal, Bk rmay be resguired by some Sem ce prosiders. Enter a Maamurn ide Time [in seconds) to define a
msimum g of ome ior which the FEemet cannactan iS rmaintainsd duing ingcivity. I1he connectan is
inactive for kangar than the Maximum iz Time, then it wil be doppad  You can anabla tha Auto-rec onnect opgan
1o auboratic aby re-establsh the cannectlon 88 So0n &3 you Atampd 1o &o0sss the Feemet again

Wirsless
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Use PPPoE Authentication
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Static IP

If your Service Provider has assigned afixed | P address, enter the assigned IP address, subnet mask
and the gateway address provided. Most service providers provide a DNS server for speed and

convenience. |If thereisa DNS server that you would rather use, you need to specify the | P address
here.
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Fyour Sarice Prosder has assigrad afiwad P address, antar the sss gnsd P address, subrat mask and the
patewey address provided. Most service providens proviae a DNS server for speed and correnience. Fihers is
& OIMS sarvar that vou veuld rathaer ise, wau naed o spacify tha 1P addrass hare

Has your Sardos Provider given you an IF addrass and Gateway address 7

ek |(ER N T
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Bridging

Under thismode, Rhine Il isacting asalayer 2 bridge. In this page, you can enter the |P address
for the Rhine Il device. This|P addresswill be used for remote users to access the device. Note
that if user sdlect Bridging mode, the default IP in this page will be st to the static IP address in the
previous section, the LAN P address will be set to the same asthe IP address in this page, and the

DHCP sarver will be disabled.

P B

Eridging

Fal ECherF oA o Bridoing Moda, ol Gan et 3 IF 3ddness 10 EdarEroi for marageman

YaurIP addrass and Subnat Mask’

N
Wirelexs
AT
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Subnst Mask  §ES

= BFME

- LESGOUT

LAN Settings

The Rhine Il needs to have an |P address of the locd network. Y ou can enable DHCP to
dynamicdly dlocate | P addresses to your client PCs When DHCP server is enabled, you need to
enter the |P address range for the local hosts.
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Wireless Settings
Channd and SSID
This page alows you to define SSID, Transmisson Rate, Basic Rate and Channd 1D for wireless

connection.  In the wireless environment, this gateway can be acting as an wireless access
point. These parameters are used for the mobile stations to connect to this access point.

Vo

Channel and SSI0

This page alows you todafine S50, Trensmission Rate, Basic Reta and Channal L for varelass connection. In
the wirekess emaronmeant, s oatessy can be acing 88 &n wirsless access poin. Thes e paramatens ars ussd for
the mabik stations to cannect ba this ccess paint

- HOSAE
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Encryption
Rhine Il supports 64-bit or 128 bit WEP encryption.
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Encryption

Encrahion transmits wour data sacurety over the wrekass nateark. Watching ancryption kews must be setup an
your Home Wirekass Gatewway and wirakass clienl devices to use ancryption. Do o wark to uss ancryption?

D =
bt WEP
126-bil WEP

= HOME

i e L CRAORLLT

When encryption is enabled, user can enter a passphrase to generate the key or smple enter the
key. Click <Clear All Keys> button to clear dl the key entried.

Ll erdTrded

To create @ new security key, choose either 64-b or 1285t WEP.
Encrption hdethod GENEVWER ®

= MAT Erter s passphrass and click the Gensrets button, or meanuelly snber a key ik e

& Tools tabke
Pagshi g I~ Cenerats
oo AL Cutaul Kag !
B rar FIFIFIFIET
ay 2 FREERE
s FEFFF
Kiay 4 F TFFFF
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NAT Settings

Rhine Il isaNAT router. All the IP addresses coming in and going out to Rhine Il can be
converted between public and private IP addresses. 'Y ou can configure Rhine Il asavirtua server
S0 that remote users accessing services such as the Web or FTP at your local Stesviapublic IP
address can be automaticaly redirected to local servers configured with private IP address. In
other words, depending on the requested service (TCP/UDP), the Rhine || redirects the external
service request to the appropriate server.
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Configuring Your Rhinell — Advanced Configuration
The main page of advanced configuration is shown below.

Lot —J'J[I' 'I'I'!h

¥

Advanced Setup
The EthaP ortdl suppots advanced functions like Firsmall and SHWF feabres.

Wi highly recommends that you keep the detauk setings.

Firewall

The EtherPorta provides firewal for client filtering. However, for applications that require
unrestricted access to the Internet, you can configure a pecific client/server as a demilitarized zone
(DM2).

Client Filtering

Client filtering adlows user to block different type of traffic during aparticular time frame. When

this feature is enabled, user can enter |P address, port range and protocol type, TCP or UDP, the
packets with the specified header will be blocked during the time and date period. When block time
<Always> is checked, the specified traffic will be blocked al the time; when <Block> is checked,
the specified traffic will be blocked only during the time and date specified in the right hand side.
When the right most <Enabled> check box is checked, the entry is activated.

L .}

Client Filtering
Clienififering alovds usar To bock differant tpa of Taifc duing 3 pamculs ime rama. User can enler IF and
port renge and profocol iype, TSP or UDP, the packests with the spacifi ed haadsr val be blockad dunng the ime
i cate period

Enstde Cliond Eilinging: & Yes & Ho

I Pat Type  Hletk Tiwe  Day e Embki
R I r L S T T B T (.
s et i i CUR  CEok (BN x| [D0bm z
- R i O T S
s iman ~ | - Cupe  CHok |20 =] (000w #)
5 I_ - p— | — — = TCF 7 Alwaris BN = ' Eli.l.j:l-ilu.a -
21,0 . B PUlE  FBok BN =] [000hm =
R B S fupe  CEok (SN = [Do0am =]
EIrE e [B0H =] [000im =] E =
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DMZ (Demilitarized Zone)

If you have alocd client PC that cannot run an Internet application properly from behind the NAT
firewal or after configuring a Specid Applications trigger port, then you can open the client up to
unrestricted two-way Internet access by defining aVirtud DMZ Host.

User enables this feature by select <Y es> in the top of this page. Rhine Il supports multiple (up to 8)
public IP addresses. The first one isthe WAN port address assigned to Rhine Il. When an entry is
defined, Rhine || maps private client |P address to the public IP address, and vice versa, to provide

a 1-to-1 address mapping between private host and public |P address.

WY

A
- e
('

DMZ {Demilitarized Zone)

It you hiwa a local chent PC that cannot run en nkermet application property from bshind
e AT Niresal ar St camquring & Soaclal Applcad ons i gger g0, thean you Lan
open the client up to unrestn cled ewo-viay INtemet accass by defining a Yimua DZ
Host

fazt
e S Enabbe DME: T ven # R

== LOGOUT
Muliph PC& canba expoedd 1o tha Inbamed far two-wap oommunicalions &g Imemsl gaving , vidko
conferencng, o YPH connections. Touse the DWE, you rmust st 3 sislic (P addeese far that P

Fublic IP Address Clisnt PC IP Addvess

1. 1921631 66 192488000
2@ .f .F .F 19216800
20 fF b .h 1az.16a.00

4 [ F .0 .§ 182 16800

S o T T 128800
8 o T 1926800
L% TN T T 19216000

SNMP

The Rhine Il supports SNMP feature and standard MIB |1 aone with some proprietary MIB for
configuration. It provides SNMP settings for community and trgp information.

Community

In the context of SNMP, arelationship between an agent and a set of SNMP managers defines
security characterigtics. The community concept isaloca one, defined a the agent. The agent
establishes one community for each desired combination of authentication, access control, and
proxy characteristics. Each community is given a unique (within this agent) community name, and
the management stations within that community are provided with and must employ the community
namein al get operations. The agent may establish anumber of communities, with overlgpping
management station membership.
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SHNMP Communily

In the contest of SHYP, arelabonship betwesn en agert end a set of SNWMF menegars definas security
cheractanisics. The cammurity concapt 15 alacal one, definad & the agent Tha agent astabishes ana community
for e=ch desired combination of suthent cation, access conimal, end prosy charactenstics. Each communibyis
Ofven & Urios Gwithi n TS aosnl) cormmunity nama, and the rhanadaiment siaors within that cormmunitg ara
presided wath and must employ the communiby neme in all get operations. The agent msy establsh a ramber of
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Trap
In the context of SNMP, an unsolicited message can be sent by an agent to management station.
The purpose isto notify the management sation of some unusual event.

ity Brvind

e Flrewall

= SNMP SHIP Trap

In the conbest of SHVP, an unsolicited messags canbe sent by &n agent b managenment station. The purpsoge (s
ta natify tha managament statian of some unusus avant

Ha. P Ak Commurily Weralon
== HOME 1 ez 0 ] =2 Fublic [ =
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5 | o I P | EETTE

L ] 0 I P | | Ciabried =4

0 ] o P N1 | [Crsabikd =]
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Configuring Your Rhinell —Tools
The tools feature provided for Rhine |1 include configuration tools — save /restore configuration and
restore to factory defaults, system log, firmware upgrade and reset. The main pageis shown below.

e

Ettery Tricrt.”

= System
- WAN Tools Settings
= LAMN

= s This paga incudkes the basic configuration toals, such as save o restona configuration sattings, or upgrads
= NAT system finrware

= = HIME

= LOEOUT

Configuration Tools

The configuration tools includes backup, restore and restore to factory defaults. The* Backup” tool
savethe Rhinell’ s current configuration to afile named * backup_config.exe” on your PC. You can
then use“ Restore” tool to restore the saved configuration to the Rhine ll. The “ Reset to Factory
Dedfults’ toal will force the configuration of Rhine Il back to the origind factory setting and

perform a power reset.

FihieriBrind”

= SyRlEmn
- WAN Configuration Tools

~ LAN
e Lk tha *Biackaip” Lol b s the EtharFertals currant conflguration i a file namad "hackip_coma S’ an e
P2, i e e uSe the "Resiore® ial 1o reatone the seed confiquration b the EtherPortal. Altarnatiely), yod
= MAT can use tha 'Festons to Factory Defaults" tool to fonce the EtherPonal to perfarm & power resat and rastors the
= Tools crigingl factory ssttings
" Backup
T Rastore

T Resare 10 Fadon Defalis

= e HOME
= LOGEOUT

System Log

Y ou can use the System L og to see the connection status for the Rhine ll's WAN/LAN interfaces,
firmware and hardware verson numbers, any illegd atempts to access your network, aswell as
information on al DHCP client PCs currently connected to your network.
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Firmware Upgrade
The firmware upgrade tool alows you to upgrade the Rhine Il system firmware. Y ou need to
download the file to your loca PC firgt, and sdlect the target to load. The firmware of Rhinell is

divided into two files, one for core firmware, one for the user interface.

BV Briend

Firmwaire Upgradae
This tool ek you o upgrada the EtharFortal systam firmesars using a file provided by Troy

Enter e path and rame of te uparads file then click the APPLY buttan bebow, You wil be prornpted ba corfim the
Lpgracle

Lingrade Target [amese =]

= HOME

== LOGOUT

HELP | (ENTER|

Reset

In the event that the system stops responding correctly or in some way stops functioning, you can
perform areset. Y our settings will not be changed. To perform the reset, click on the APPLY button
below. Y ou will be asked to confirm your decision. The reset will be complete when the power light

stops blinking
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